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Provider Portal - eServices Multi-Factor Authentication Setup Guide
Providers are required to register for Multi-Factor Authentication (MFA) by July 16,2023 to
access the eServices portal.

eServices users registering for MFA for the first time

Step 1: Log in to eServices by entering your username and password
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Please use your existing eServices or

ProviderConnect credentials
From this portal you can accomplish things like:

& Check member real-time eligibility Usamame

B View Authorizations Forgot Username

Password

Forgot Password

LOGIN

Not registered? Sign up here

Step 2: After logging in, you will see the User Agreement page. Click “Continue” to proceed.
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Behavioral Health

Welcome Back eServices!

Please review the Use Agreement below before continuing.

Use Agreement

Please carefully read the terms of this Agreement. If, after reading the terms you agree on behalf of yourself and your company or organization or
facility to be bound by this Agreement, you must continue at the end of this screen in order to proceed.

By accessing or using the Single Provider Portal site or any of the online services available, you, on behalf of yourself and your company or

i or facility: (1) and warrant that you have the capacity and authority to enter into this Agreement; (2) agree to be bound by
the terms and ions of this and (3) and agree all and services conducted through Single Provider
Portal are and carry full legal authority as if same were transacted or conducted on paper. You will need to request a user name and password for
access to certain online services available on the Single Provider Portal.

If you do not wish to be bound by the terms and conditions of this Agreement, or do not have the legal authority to enter into this Agreement, you
may not proceed or use any of the or i on the Single Provider Portal.
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Step 3: Next, you will see the Multi-Factor Authentication registration screen. At this point, you
can select to proceed with one of the following options:

o Follow the instructions to register for Multi- Factor Authentication (see step 4)

o “Skip” Multi-Factor Authentication until July 16, 2023. You will be redirected to
the eServices homepage.

o “Cancel Login” and be redirected to login screen

80cqrelon eServices

Verify Account (Multi Factor Authentication)

Your Username: BHLGTO06

eServices is ing to if Authentication (MFA) on y, July 16,2023
You will be required to set up MFA by this date. Please follow the instructions to get started

Once you have logged into eServices, please update your profile to ensure it has your most up-to-date contact information.

Do you have a smart mobile device or a computer that can be used for authentication purposes? n

If you would like to skip multi factor authentication, please click on m

If you would like to cancel this login attempt, please click on Cancel Login

Provider Materials | Contact Us| Help | EDI Gateway

This site is optimized for Internet Explorer (IES) and higher; it requires JavaScript to be enabled
Version 1254. Copyright © Carelon Behavioral Health , 2023. All rights reserved. Terms and Conditions of Use & Disclaimer .
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Step 4. Register for Multi-Factor Authentication by following the instructions below:

e Download "Google Authenticator” on your phone.

e Once downloaded, open it and click on "Get Started".

use your phone's camera)

2:30 - = &l
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Set up your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

(0] Scan a QR code

Enter a setup key

e Scan the "QR Code"image on your screen

Once QR Code scan is done, you will see a 6-digit passcode on your Google

[ )
Authenticator application similar to the below:

2:41

= Search for accounts

Carelon Provider Authenticator (nhpTestUser)

3392 8O3  EXAMPLE Qe

[ ]
and click on "Verify Passcode”.

Next, click on "Scan a QR code". (Google Authenticator app would need permission to

Enter the code you receive into the "Please enter one time passcode (OTP)." text box

You will be redirected to home page in eServices after clicking on verify passcode.
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rvicesDemo01 Logout

8‘5 carelon eServices Demo Site (212810)

Select a Member from your Search History ~

Eligibility/Benefits - Welcome!
Authorization -

S YCIMIESH ) T wou are logged in as eServicesDemo01

NOA ~ Your account is linked to Provider: 212810, Demo Site
Clinical Stabilization -

Services

SUD Resi Admissions -

Detox/DDAT MA -

Detox RI -

wellSense SUD NOA -

Carelon Behavioral Health ~
Select Program

FARS/CFARS Assesment -~

Claims -
Provider Information -
Provider Reports -~

Managing Entity Data

Systemn
Auth File Upload =
Auth File Download -~
Care Coordination -
Program

Capitation =
10P Extension and -
Discharge

Discharge -
Manage Users -
Alerts (0) -~

Provider Materials | Contact Us | Help | EDI Gateway

This site is optimized for Internet Explorer (IE?) and higher; it requires JavaScript to be enabled.
Version 1254. Copyright © Carelon Behavioral Health , 2023. All rights reserved. Terms and Conditions of Use & Disclaimer .
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eServices users who are already registered for Multi-Factor Authentication:

Step 1: Log in to eServices by entering your username and password

S8 carelon. v o careon senaviorat eain
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From this portal you can accomplish things like:

& Check member real-time eligibility

B View Authorizations

L)

" ‘,/___1

Login below

Please use your existing eServices or
ProviderConnect credentials

Username

Forgot Usemame

Password

Not registered? Sign up here

Step 2: After logging in, you will see the User Agreement page. Click “Continue” to proceed.

Behavioral Health

% CarEIOI'I We are now Carelon Behavioral Health!

g3 carelon Login

Behavioral Health

Welcome Back Berish!

Please review the Use Agreement below before continuing.

Use Agreement

Please carefully read the terms of this Agreement. If, after reading the terms you agree on behalf of yourself and your company or organization or
facility to be bound by this Agreement, you must continue at the end of this screen in order to proceed.

By accessing or using the Single Provider Portal site or any of the online services available, you, on behalf of yourself and your company or
organization or facility: (1) represent and warrant that you have the capacity and authority to enter into this Agreement; (2) agree to be bound by
the terms and of this and (3) and agree all and services conducted through Single Provider
Portal are and carry full legal authority as if same were transacted or conducted on paper. You will need to request a user name and password for
access to certain online services available on the Single Provider Portal.

If you do not wish to be bound by the terms and conditions of this Agreement, or do not have the legal authority to enter into this Agreement, you
may not proceed or use any of the transactions o services available on the Single Provider Portal.

CONTINUE
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Step 3: Next, you will see the Multi-Factor Authentication verify account screen. Enter the
passcode (OTP) you receive from "Google Authenticator” on your mobile device.

(Note: If you have multiple applications registered on Google Authenticator, please select
“eServices”. Please make sure to enter the correct OTP code. If the wrong OTP code is entered,
you will receive an error. Your account will automatically lock after three tries with the wrong
OTP code, in which case you will have to reach out to eServices provider admin to help to
unlock the account.)

2:52 al = m
= Search for accounts

Carelon Provider Authenticator (nhpTestUser)

147 277  examece &

]
S'b carelon eservices

Verify Account (Multi Factor Authentication)

Your Username: nhpTestUser

Please enter one time passcode (OTP): (| ]

Use Gooegle Authenticator app on your phone for the & digit OTR. |Z|

If you would like to cancel this login attempt, please click on

Provider Materials | Contact Us | Help | EDI Gateway

This site is optimized for Internet Explorer (IE9) and higher; it requires JavaScript to be enabled.
Version 1254. Copyright © Carelon Behavioral Health, 2023 All rights reserved. Terms and Conditions of Use & Disclaimer .
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e After successful authentication, you will be redirected to the eServices homepage.

80 Carelon eServices Demo Site (212810)

Select a Member from your Search History v

Eligibility/Benefits v welcome|

Authorization -
Paychinstiog You are logged in as nhpTestUser
Clinical Stabilization v Your account is linked to Provider: 212810, Demo Site

Services

Detox/DDAT MA v
Detox/DDAT MA v
Carelon Behavioral Health «

Select Program

Claims v
Provider Information v
Provider Reports -
Care Coordination v
Program

Discharge v
Manage Users v
Alerts (0) v

Provider Materials | Contact Us | Help | EDI Gateway
This site is optimized for Internet Explorer (IE9) and higher; it requires JavaScript to be enabled.
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